_ UBND TINH LONG AN CONG HOA XA HOI CHU NGHIA VIET NAM
SO GIAODUC VADBAO TAO Poc lap - Tw do - Hanh phuc

S6: 742 /SGDPT-HCQT Long An, ngay 28 thdang 02 nam 2024

V/v thong tin vé 15 hong bao mat
anh huong cao va nghiém trong
trong cc san pham Microsoft cong
b thang 02/2024

Kinh guri:
- Phong GD&DT cac huyén, thi xa, thanh pho;
- Cac don vi truc thudc Sé.

Can ct Cong van s6 347/STTTT-CNTT&BCVT ngay 23/02/2024 cia
S¢ Théng tin va Truyén thong vé viéc 16 hong an toan thong tin anh hudng
cao va nghiém trong trong cac san pham Microsoft cong bd thang 02/2024.

Ngay 13/02/2024, Microsoft da phat hanh danh sach ban va thang 02
v6i 72 15 hong an toan thong tin trong cac san phdm cua minh. Ban phat hanh
thang nay dic biét dang chii ¥ vao cac 15 hong an toan thong tin c6 mirc anh
huong cao va nghiém trong sau:

- Ld hong an toan théng tin CVE-2024-21410 trong Microsoft
Exchange Server cho phép d6i twong khong can xac thyc thyc hién tan cong
leo thang dac quyen L hong hién dang bi khai thac trong thuc té.

- 02 16 hong an toan thong tin CVE- 2024-21413, CVE-2024-21378
trong Microsoft Outlook cho phép ddi tuong tin cong khong can xac thuc
thuc thi ma tir xa.

- L& hong an toan thong tin CVE-2024-21399 trong Microsoft Edge
(Chromium-based) cho phép ddi turong tin cong thuc thi ma tir xa.

- Lb hong an toan thong tin CVE-2024-21412 trong Internet Shortcut
Files cho phép d6i tuong tin cong vuot qua co ché bao mat. LS hong hién
dang bi khai thac trong thyc té.

- Ld hdng an toan thong tin CVE-2024-21379 trong Microsoft Word
cho phép ddi twong tin cong thuc thi ma tir xa.

- L6 hong an toan thong tin CVE-2024-21384 trong Microsoft Office
OneNote cho phép ddi tugng tin cong thuc thi ma tir xa.

-Ld héng an toan thong tin CVE-2024-20673 trong Microsoft Office
cho phép d6i tuong tan cong thyc thi ma tir xa.

- L& hong an toan thong tin CVE-2024-21351 trong Windows
SmartScreen cho phép ddi twong tan cong vuot qua co ché bao mat. LS hong
hién dang bi khai thac trong thyc té.

(Thong tin chi tiét cac 16 hong an toan théng tin xem tai Phu luc kém
theo Céng vin sé6 210/CATTT-NCSC ngay 22/02/2024 Cuc An toan thong
tin - Bé Théong tin va Truyén thong vé viéc 16 hong an toan thong tin dnh



huwong cao va nghiém trong trong cdc sdn phdm Microsoft cong bé
thang 02/2024).

Nham bao dam an toan thong tin ciia don vi cling nhu an toan hé thong
thong tin ctia nganh, S¢ Gido duc va Pao tao thong tin cac don vi biét va dong
thoi dé nghi cac don vi thuc hién cac nd1 dung sau:

1. Chui dong kiém tra, ra soat va xac dinh mdy tinh, phdn mém c6 kha
nang bi anh huong. Khuyén nghi thuc hién khic phuc cho cic mdy bi anh
huong theo huéng dan tai Phu luc ciia Cong vin s6 210/CATTT-NCSC dinh
keém.

2. Ting cudng giam sat va san sang phuong an xir 1y khi phat hién co
dau hiéu bj khai thac, tin cong mang; dong thoi thudng xuyén theo ddi kénh
canh bao cua cac co quan chirc nang va cac t6 chtrc 16n vé an toan théng tin
dé phat hién kip thoi cac nguy co tAn cong mang.

Nhéan dugc van ban nay dé nghi cac don vi td chure thuc hién./.
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Nguyén Hong Phiic
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