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o sowe BJ&T COC ONLINE

NHUNG CON SO CANH BAO

THONG KE NOI BAT

® THIET HAITAI CHINH ® VU VIEC
18.900 ty dong (2024), gép dbi so VGi 1.500 vu &n (2023), 22.200 phan anh
2023 (8.000-10.000 ty déng). (9 thang dau 2024).
NAN NHAN e DOITUONG Bl NHAM
CUr 220 ngudi dung smartphone thi cé 1 Hoc sinh, sinh vién (18-22 tudi), d&c
ngudi bi lira dao. biét nir gidi (90% vu “bat co6c online™).
TAN SUAT

70% ngudi dan nhan it nhat 1 tin 1/220 18900 1500 70% 1500
nhan/cudc goi lira dao moi thang.

-

NHUNG THU BDOAN “BAT COC ONLINE” LA Gi?

Gia mao céng an, vién kiém sat, cdo Thao tung tam ly: Ep nan nhan gilr bi
01 buéc nan nhan pham téi (ma tuay, ria 02 mat, thao SIM, bat ché dé may bay,
tién). lién lac qua Zalo/Telegram.

03 Yéu cau di chuyén dén noi kin dao 04 Téng tién gia dinh: Gia mao “bi bat

coc”, de doa ban noi tang, phat tan
ndi dung nhay cam (yéu cau chuyén
tién tir trdm triéu dén vai ty déng).

(khach san, bién gidi), cung cép
anh/video nhay cam.

THIET HAI TAI CHINH HANG TY PONG, SOC TAM LY, LO AU

HAUQUA (k6 DAI, GIA DINH KIET QUE.

® TiINH HiNH 2025 CANHBAO PO (bimat>

e THOI DIEM
Bung né tirthang 7/2025 (mua nhap hoc)

e KHUVUC
TP. H6 Chi Minh (25 vu), Cén Tho (7 vu), Ha Néi (5 vu),

Pa Néng (2 vu), Tay Ninh (5 vu), Quang Ninh (3 vu).
e CONG NGHE MOI

" x : (kiét qué)
Al gia giong néi, gia khuén mat khién nan nhan dé sap bay.
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3 DAU HIEU NHAN BIET

"BEN TRONG"

Cam giac: Hoang loan, lo lang tot dé khi nhan
tin nhan/ cudéc goila

Biéu hién: So bi béu xau, mat danh du, bi de doa
an toan ca nhan hoac mat tai san/co hoi

O1

(bi)
(de doa)

(matngd)

Dau hiéu: Mat ngu, cang thang, né tranh giao tiép,
run rdy hodc ling ting khi bi de doa

Cam giac: Tin tudng ké lira dao, bo qua ly tri va 1&i
khuyén tir ngudi than
(thay déi) /[

(théi quen) /
|
\

A ¥ .
s |+ (tintudng)

e —— y

Lam theo chi dan khéng do du (chuyén tién, gui
anh nhay cam), che gidu hanh vi (xéa lich sir chat,
khéa thiét bi)

(ké lia dao) D4&u hiéu: Thay d8i théi quen bat thudng, kin dao
vé hoat déng truc tuyén, phan tiing phéong tha khi bi

Cam giac: Bién minh ho&c bao vé ké lira dao, chap
nhan hanh vi sai trai

Biéu hién: Nhan qua tang khéng ré nguén géc, im
lang du biét sai, tu trach minh khi roi vao bay

CHAP NHAN
& DONG TINH

Bao veé ké lira dao ""Ho t6t véi t6i", tiép tuc lam theo
yéu cau dé "slra sai" ho#c gilr bi mat e
p ¥ ( bién minh)
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TIN TUONG
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3 KICH BAN THAO TUNG PHO BIEN

® DEDOA

* Gia danh céng an, vién kiém sat,
tda an dé de doa xu ly phap ly lién
quan dén cac vu &n ma tuy, ria tién,
ho&c tdi pham xuyén quéc gia.

 Sir dung gidy t& gia mao, hinh anh
hodc video dugc dan dung dé téng
tinh thuyét phuc

(ne trénh)

(giao tiép)
4\

(thu minh)

(b&tac)
,,,:

(céng thang) i

e DUDO

® DU DO BANG VAT CHAT
Hua hen tang qua, tién, tai khoan
game cao cap, hodc co hdi viéc lam
"luong cao" dé thu hut nan nhan.

® THUC DAY HANH VI NGUY HIEM
Sau khi cé dugc léng tin, ddn yéu cau
nan nhéan thuc hién cac hanh vi rui ro
nhu gli anh nhay cam hoéc gap mat
ngoai doi.
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* De doa tung hinh anh, video
nhay cam sau khi da lira dugc
nan nhan.

* Sirdung thdng tin cd nhan dé de
doa bao luc hodc gay ton hai
cho nan nhén va ngudi than.

\ :
k|em soat)

(kign tl,lng )}

© DU DS BANG TINHTHAN
Péng vai ngudi ban, ngudi yéu hoéc cé van détac cam
giac gan giii. M&i quan hé nay thusng dugc thuc dSV
trong bi mat véi yéu cau nan nhan khéng chia sé véi

ngudi than. : .
(gén gii) = y
N o

(hira hen) 2‘ o) {‘ B 4
. W
(nhay cdm) | (dudd)
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TIEU CHUAN KET BAN AN TOAN TREN MANG

Khi nhan ducc PA GAP

|6i m&i két ban trén - .
mang xa hoi, kiém NGOAI DOI CHUA?

tra I‘(y dé "ujan hrui Chi két ban v6i nhitng ngusi em thuc su quen biét,
ro tu ng (¥[e]] Ia: nhu ban hoc, thdy ¢, ho&c ngudi than.

HINH ANH
COTHAT KHONG?

Dung céng cu nhu Google Reverse Image Search
dé kiém tra anh dai dién cé bi |8y cp tir internet
hay khéng.

cO BAN CHUNG DIA DIEM, THONG TIN
DANG TIN KHONG? CO KHOP KHONG?

Xem danh sach ban chung - néu chi toan ngudi la Kiém tra noi &, trudng hoc, hodc théng tin trén trang
ho&c khéng cé ban chung, hdy can than. ca nhan c6 hop ly va khdp véi ngudi quen biét khéng.

HOAT BDONG
TREN TRANG
CO PANG NGO KHONG?

Xem bai dang, binh luén, hoéc tuong tac ctia ho -
néu tréng réng hoac chi toan néi dung quang cao,
do6 cd thé |a tai khoan gia.

M&i ngudi nén tu xay dung tiéu chuén két ban riéng, nhung du
HAY ai do dap ung du tiéu cl'li, van phai can trong. Két ban khong
o c6 nghia 1a ho chac chan dang tin. Néu nghi ngd, hay hdi y

N H o ki€n b& me ho&c ban bé than trudc khi ch&p nhan 18i mdi.

An toan Ia uu tién sé mot!
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10 BIEU

[ THANH THIEU NIEN CAN NHO
DE AN TOAN TRUC TUYEN

BAO VE THONG TIN CA NHAN
Khéng chia sé sé dién thoai, dia chi, CCCD trén

TRE R e O2

CANH GIAC VOI NGUOI LA
Khéng két ban, khéng tra I8 tin nhan tir ngusi

o 3 . khéng quen. Kiém tra danh tinh ky

GIU Bi MAT LA DAU HIEU PO

Né&u ai yéu cau gilr bi mat, ké ngay cho bé me

hoac ban than . 04

TRANH LINK / ZOOM LA
Khéng click link, khéng tham gia Zoom tir ngusi

o 5 . la. Cong an khéng lam viéc qua Zoom

TU CHOI YEU CAU NHAY CAM

Khéng chup anh/video riéng tu. L& glii? Chan
lién lac, bdo ngudi than . 0 6

HAN CHE LO THONG TIN QUA ANH

Khéng d&ng &nh/livestream tiét 16 dia chi,

o 7 . truéng hoc

KET NOI VOI GIA DiNH, BAN BE

K&t ban véi bé me trén mang, chia sé néu gap tin
e O8

BiNH TINH KHI HOANG SO
Nhén tin de doa? Diing lai, chup béng ching, hoi

o 9 . y kién ngudi I6n

KHONG NHAN QUA, KHONG GAP RIENG

Tir chdi qua tang tU ngudi la. Gap ngudi quen
online? Cé6 ngudi Ién di cliing . 1 o

BAO CAO NGAY KHI NGHI NGO
Chan tai khoan la, bao nén tang, goi Téng dai 111
hoac céng an

KE‘I: NOI LA CHIA KHOA! LUON CHIA SE VOI GIA BINH, BAN BE, HOAC
THAY cc} DE PHA VO BAY CO LAP CUATOI PHAM. CHUNG TA DU THONG
MINH DE GIU AN TOAN
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3 KHC)NSE
3 PHAI

3 KHONG DE BAO VE

BAN THAN TRUGC BAT COC TRUC TUYEN

Khéng tham gia link, Zoom,
hoac gap mat ngudci la

Khoéng chia sé thong tin
ca nhan hoac anh nhay cam

Khéng lam theo yéu cau
giir bi mat

3 PHAI PE PHONG TRANH
DU DO, THAO TUNG

Phai chan
O1 va bao cao ngay
Phai kiém ching
o2 théng tin

Phai chia sé véi
ngudi than
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Ong chla se dla % cp i
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trudng 16p tién hoc va nghi ngoi.

MAT KHAU MANH v\, LICH SU ONLINE
ﬁ Dai, kho doan, bat Toén trong ngudi khac,
xac thuc 2 1ép khéng bat nat, choc gheo
NGHI TRUGC KHI DANG

i KET BAN AN TOAN
|. ang tai tich cuc, ‘t d Chi két ban véi

khoéng boc phot ngudi quen

BAO NGUOI LON

KIEM TRA NGUON TIN N : \
— Néu bi lam phién,

Doc tut nhiéu nguén Z hie LA e
‘?’C)Q tin, tranh giat tit ha%gﬁiﬁ?g?g;‘“




i CONG AN TiNH TAY NINH ,
PHONG AN NINH MANG VA PHONG CHONG
TOI PHAM SU DUNG CONG NGHE CAO

Nty ——
BAG BAT COC, TONG TIEN ONLINE

THﬁ Déi tugng gia danh Coéng an, Vién kiém sit goi dién, de doa nan

nhin 1a ngudi lién quan dén vu an ria tién, ma tiy, t6i pham

Do“ xuyén qudc gia

BUGC 1: Gia danh Céng an goi dién
» Cao budc lién quan vu an ma tuy, ria tién...
* De doa sé bi diéu tra, bat giit

BUOC 2: Cb lap nan nhin
e Yéu cau di thué phong khach san, phong

tro dé goi video call, Iam viéc, diéu tra q.
e Cam lién lac véi gia dinh ‘b [HoTEL]
: BUOC 3: Gay ap luc, ép budc chuyén tién

* Ep budc chuyén tién "dé gidi quyét” —
., * Khai thac théng tin ngudi than ctia nan nhan

¢ Goi dién cho ngusi nha nan nhan, yéu cau

BUOGC 4: Lién hé gia dinh, chiém doat tai san A
chuyén tién dé “chubc ngudi” @

JCACH PHONG TRANH

Tuyét déi KHONG cung cip théng tin ca nhén, tai
khoan ngan hang, ma xac nhin OTP

X cONG AN "/ KHI NHAN
KHONG BAO GIO: culcC GOI LA:
e Lam viéc qua dién ¢ Binh tinh cup may
thoai * Goi 113 dé xac minh
* Yéu cau chuyén e Dén truc tiép tru sé
tién qua tai khoan Céng an
» Bat ngusi dan tu
cach ly
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